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1. Purpose and Scope
This policy sets out the Society’s approach to the collection, handling, storage, sharing, 
retention, and protection of personal data.
The Society is committed to ensuring that personal information is processed lawfully, fairly, 
securely, and transparently, in accordance with relevant data protection legislation.
This policy applies to all employees, volunteers, contractors, instructors, assessors, quality 
assurers, suppliers, committee members, and any individuals working on behalf of the 
Society, whether in paid or unpaid roles.
The policy applies to all personal data held by the Society in electronic, paper, archived, or 
other formats.

Personal data may include, but is not limited to:

•	 Names and contact details
•	 Postal and email addresses
•	 Telephone numbers
•	 Learner and assessment records
•	 Financial information
•	 Electronic and online identifiers, including IP addresses and cookies

Relevant legislation and guidance includes:

•	 UK General Data Protection Regulation
•	 Data Protection Act 2018
•	 Guidance issued by the Information Commissioner’s Office

2. Commitment
The Society is committed to protecting the privacy, confidentiality, integrity, and security of 
personal data.

The Society will:

•	 Process personal data lawfully and transparently
•	 Collect only data that is necessary for legitimate purposes
•	 Keep data accurate and up to date where reasonably possible
•	 Protect data from unauthorised access, loss, misuse, or disclosure
•	 Ensure personal data is retained only for appropriate periods
•	 Respond appropriately to data protection requests, concerns, or 

breaches
•	 Promote awareness of data protection responsibilities across the 
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organisation

The Society recognises that all individuals handling personal data share responsibility for 
protecting it appropriately.

3. Objectives

The objectives of this policy are to:

•	 Ensure compliance with data protection legislation
•	 Protect the rights and privacy of individuals
•	 Promote secure and responsible handling of personal data
•	 Reduce the risk of data breaches or unauthorised disclosure
•	 Ensure appropriate retention, archiving, and disposal of records
•	 Support secure management of learner, assessment, qualification, and 

operational data
•	 Ensure staff, contractors, and volunteers understand their data protection 

responsibilities

4. Responsibilities

All employees, volunteers, contractors, assessors, instructors, quality assurers, and individuals 
working on behalf of the Society are responsible for:

•	 Handling personal data securely and appropriately
•	 Following this policy and associated procedures
•	 Protecting confidential and sensitive information
•	 Reporting suspected breaches, losses, or security concerns promptly
•	 Using personal data only for authorised purposes

The designated Data Protection Lead or responsible person will oversee:

•	 Monitoring compliance with this policy
•	 Reviewing procedures and associated guidance
•	 Supporting staff awareness and training
•	 Managing data protection requests and enquiries
•	 Monitoring data security arrangements
•	 Assessing data protection risks where appropriate
•	 Supporting breach management and reporting obligations
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5. Procedures, Controls and Requirements

5.1  Collection and Use of Data
Personal data will only be collected and processed for specified, legitimate purposes.
The Society will:

•	 Limit collection to relevant and necessary information
•	 Avoid using data for incompatible purposes
•	 Ensure appropriate privacy information is provided where required
•	 Use BCC functions or equivalent safeguards when sending group emails 

where appropriate

5.2  Data Security
Appropriate measures will be implemented to protect personal data from unauthorised access, 
disclosure, alteration, loss, or destruction.

This includes:

•	 Password-protected systems and devices
•	 Secure storage of paper and electronic records
•	 Restricted access to confidential information
•	 Locking unattended devices and workstations
•	 Secure disposal and shredding of confidential waste
•	 Appropriate backup and security software measures

Training and assessment materials containing sensitive or learner information must be stored se-
curely and accessed only by authorised individuals.

5.3  Data Sharing
Personal data will only be shared where lawful, necessary, and appropriately authorised.

Documents intended for external sharing or publication should be checked for hidden or sensitive 
information, including:

•	 Comments and tracked changes
•	 Hidden text or metadata
•	 Document properties
•	 Embedded personal information

The Society will not transfer personal data outside permitted jurisdictions without appropriate 
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safeguards.

5.4  Data Breaches
Any actual or suspected personal data breach must be reported promptly to the designated 
responsible person.
Breaches will be assessed and managed appropriately, including reporting to the Information 
Commissioner’s Office where legally required.

5.5  Requests for Information
Individuals have rights relating to their personal data, including rights of access, correction, 
restriction, and erasure, subject to legal limitations.
The Society will respond to legitimate requests within applicable legal timescales and may require 
proof of identity before releasing information.

5.6  Data Retention and Archiving
The Society will maintain appropriate retention and archiving arrangements for operational, 
learner, assessment, financial, and historical records.

Records will be:

•	 Retained only for as long as necessary
•	 Reviewed periodically
•	 Archived securely where required
•	 Disposed of securely when no longer needed

Retention periods may vary depending on legal, operational, regulatory, or awarding organisation 
requirements.

5.7  Home Working and Personal Equipment
Individuals working remotely or using personal equipment must take appropriate measures to 
protect personal and confidential data.

This includes:

•	 Using password-protected devices
•	 Avoiding unnecessary local storage of personal data
•	 Using secure connections where possible
•	 Preventing unauthorised access by third parties or family members
•	 Following Society guidance regarding removable media and external 

storage
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5.8  Regulatory and Awarding Organisation Access
The Society will cooperate with regulators, awarding organisations, and authorised monitoring 
activities where access to relevant premises, personnel, systems, or records is required.
This includes activities requested by Lantra where applicable.

6. Reporting and Monitoring
The Society will monitor compliance with this policy through review of procedures, systems, 
training arrangements, data handling practices, and security controls.
Concerns, suspected breaches, or failures to comply with this policy must be reported promptly to 
the designated responsible person.
Breaches of this policy may result in disciplinary or contractual action where appropriate.
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7. Policy Review Structure
Last Reviewed Date May 2026
Next Review Due May 2027
Ownership NHLS Trustees
Updates in this Version Policy restructured and simplified for consistency across 

Society policies. 
Strengthened references to learner data, assessment 
records, breach reporting, secure storage, and regulatory 
access requirements.
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